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Executive summary 

The Dell™ Management Console (DMC), powered by Altiris™ from 
Symantec™ (Symantec), provides a central console offering 
systems management features from hardware management to 
advanced enterprise functionality. The DMC, which Dell ships free 
of charge with every server and which is available free via 
download, provides managers a unified interface through which to 
implement the deployment, inventory, monitoring, and updating of 
their IT infrastructure, including servers, storage, desktops, 
notebooks, network devices, printers, and devices. The DMC 
provides advanced support for Dell hardware, particularly 
PowerEdge servers. However, like HP Systems Insight Manager and 
IBM Director, it also provides standard capabilities for managing 
equipment from other vendors. Moreover, the DMC’s extensible 
framework provides a foundation for more advanced management 
functionality.  

System managers can extend the value of the Dell Management 
Console with additional Symantec products that integrate easily 
with its intuitive interface and can scale as needs change. In this 
guide, we consider the Altiris Server Management Suite and the 
DMC. The Altiris Server Management Suite comprises several 
Symantec components, including the Software Management 
Solution, Inventory Solution® for Servers, Patch Management 
Solution™ for Servers, Monitor Solution for Servers™, and Real-
Time System Manager Solution™. It also includes licenses for 
running Symantec’s Deployment Solution™ for Servers. Figure 1 
shows the built-in features of the DMC and how the Altiris® Server 
Management Suite™ compliments these capabilities.  
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Figure 1. The Dell DMC and the Altiris Server Management Suite 
complement each other. 

The Dell Management Console, and the seamless integration with 
Symantec’s add-on products, unites systems management across 
IT environments through a single interface, eliminating or reducing 
manual systems management processes and allowing businesses 
to save time, reduce expenses, and redirect resources to strategic 
projects. 

Through its unified, expandable architecture, the Dell Management 
Console allows you to choose the level of capability that best suits 
your organization. 
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Figure 3. Viewing the installation status.  

 
The Dell Management Console on non-Dell Hardware 
The Dell Management Console gives you the ability to push the 
Altiris Agent to non-Dell hardware and to VMs. If you have a 
heterogeneous environment with HP and IBM servers, you can 
manage them from the same console as you manage your Dell 
PowerEdge servers.  
 
The DMC gives you the ability to push the Altiris Agent to Windows, 
UNIX, and Linux servers. 
 
DMC relies on the Altiris agent primarily for deploying OMSA and 
pushing out hardware/firmware/BIOS updates. Most other 
functions use OMSA and remote calls to protocols such as WMI, 
SNMP, and IPMI. 
 
The Dell Management Console with the Altiris Server  
Management suite 
In addition to all the capabilities in the DMC, the Altiris Server  
Management suite gives you more administrative control, including 
features such as a rule-based deployment facility, the ability to set 
more options on the Altiris agent, and the ability to set a schedule 
for automatically updating the agents. 
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The Deployment Solution also allows you to deploy to multiple 
servers at once and you can create different install scripts for the 
same deployment share, allowing you to have different customized 
installations without needing separate copies of operating system 
files. 
 

Inventory  

In this context, inventory refers to the process of gathering 
information about the devices on your network. This includes 
information about memory, processors, power supplies, embedded 
devices, and software and firmware versions.  
 
The Dell Management Console on Dell Hardware 
Once you have deployed OMSA to your Dell PowerEdge servers, the 
inventory returns information about the hardware, firmware, and 
basic OS information. The DMC then provides many standard 
hardware inventory reports and lets users create custom reports. 
Figure 4 shows a screen of detailed inventory information from an 
inventoried Dell PowerEdge system. 

 

Figure 4. Viewing detailed hardware information for the 
inventoried system.  

The Dell Management Console on non-Dell Hardware 
The free DMC allows you to gather the Altiris basic inventory on 
non-Dell servers. As we note above, the DMC treats VMs as a 



U

 
 

 

spe
ba
 

Th
sui
Fo
Ma
ag
cov
inf
inf

Fig
Se

 
Fo
Su
of 
dev
 
Th
po

Using the Dell
ma

ecial class o
sic inventor

e Dell Mana
ite 
r servers ru
anagement S
ent gathers 
vering not o
formation as
formation. 

 

gure 5. Revi
rver manag

r other type
ite adds the
the invento
vices. You m

e Altiris Ser
licies for inv

l Managemen
anage server

of non-Dell s
ry on them.

As we discu
The Dell Ma
MIBs to and
DMC will no
to new dev
 

agement Con

nning Wind
Suite lets yo
more exten

only hardwa
s well. Figur

ewing inven
ement Suite

es of networ
e ability to m
ry. There ar

may also cre

rver manage
ventorying t

nt Console an
rs in Dell-only

 

server, so y

uss in the se
anagement 
d format SN
ot allow you
vices by map

nsole with t

ows, Linux,
ou install th
nsive inform
re, but OS a

re 5 shows a

ntory inform
e. 

rk devices, t
map SNMP t
re many pre
eate your ow

ement Suite
the servers,

nd additional 
y and heterog

ou can also 

ection on m
Console allo

NMP traps. H
u extend its 
pping MIBs 

the Altiris Se

 or UNIX, th
e Altiris Inv

mation from 
and applicat
a tree view 

mation in the

the Altiris Se
traps and im
edefined tab
wn custom t

e allows you
 so that you

Symantec so
geneous envi

gather the 

onitoring be
ows you imp
However, th
inventory c
to data clas

erver Manag

he Altiris Se
ventory agen
the servers
tion level 
of inventory

e Altiris 

erver mana
mprove the q
bles for com
tables. 

u to create a
u can be sur

olutions to 
ronments 

11 

Altiris 

elow, 
port 
e base 

capability 
sses. 

gement 

erver 
nt. This 
s, 

y 

gement 
quality 

mmon 

and edit 
re that 



Using the Dell Management Console and additional Symantec solutions to 
manage servers in Dell-only and heterogeneous environments 

  
 

12 

 

your inventory information is always current. These policies are 
very powerful, allowing control right down to the level of individual 
files.  
 
Like the free DMC, the Altiris Server Management Suite includes a 
number of predefined reports. It also extends the ability to create 
your own reports beyond the capabilities in the free DMC.  
 

Patch update  

The Dell Management Console on Dell Hardware 
The DMC supports patch management for Dell PowerEdge servers 
by using Dell Update catalogs (DUPs). A DUP contains all the 
components you need to update a Dell PowerEdge server, such as 
firmware, BIOS, drivers, and other patches. DUPs may be bundled 
together as a Dell System Update Set. The DMC can download 
DUPs or obtain them from local storage. 

The DMC can locate patchable Dell PowerEdge servers running 
Linux or Windows. It allows you to filter the DUPs by an array of 
criteria, such as OS type, severity, release date, server model, and 
many more. 

The DMC allows you to configure rollout jobs, specifying which 
servers to update, which DUPs to use, when to update the system, 
and what options to use. The DMC can also patch an entire group 
of servers at once or just one server at a time. The DMC also 
supports bandwidth throttling, checkpoint recovery, multicasting, 
and other WAN-aware features that can be very helpful in server 
environments with complex topologies. Figure 6 shows patching a 
Dell PowerEdge server.  
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Monitor  

The Dell Management Console  
The base DMC allows you to collect both health and performance 
data for all discovered Dell devices. It allows limited customization 
of existing policies. 

Health monitoring in the free DMC is via the OMSA. You can check 
the health of any given Dell PowerEdge server, or use a group 
view, which summarizes the health of all devices on the network. 
Figure 8 shows the group view for a simple network. 

 

Figure 8. Viewing the health status of all currently 
managed Dell devices. 

The free DMC provides access to the built-in Linux or Windows 
performance counters on Dell PowerEdge servers measuring CPU 
use, disk IO, memory use, and network use. Performance 
monitoring requires an agent on the servers you are monitoring.  
 
The Dell Management Console on non-Dell Hardware 
Non-Dell devices can direct their SNMP traps to the DMC console 
and the free DMC will process them. The base DMC allows you to 
import the MIBs so that it can display the trap information in a 
meaningful way. By default, the category for an SNMP trap is 



Using the Dell Management Console and additional Symantec solutions to 
manage servers in Dell-only and heterogeneous environments 

  
 

16 

 

“Unknown”. However, the DMC will let you assign the trap to a 
category and change its default severity. Figure 9 shows the MIB 
browser in the DMC. 

 

Figure 9. Browsing an MIB in the Dell Management Console. 

 
The Dell Management Console with the Altiris Server Management 
suite 
The Altiris Server Management Suite expands the monitoring 
capabilities of the DMC by bringing the ability to monitor hardware 
from different vendors and allowing the system administrators to 
see deeper into the operation system and underlying applications. 
Symantec provides monitor packs for Exchange, SQL, HP, 
Windows, DNS, DHCP, and IIS, among others. It also adds the 
ability to customize existing monitor policies and to create new 
monitor policies. Figure 10 shows the alerts and critical systems 
from the Server Management Portal.  
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Summing up 

This guide introduces you to the capabilities of the Dell 
Management Console and to the even greater capabilities that the 
add-on modules available from Symantec provide. Figure 11 below 
summarizes, for the six management operations we discuss in this 
guide, the management capabilities of the DMC for Dell PowerEdge 
servers as well as for other types of hardware. It also summarizes 
how the Altiris Server Management Suite extends those 
capabilities. 
 
Capability Dell 

PowerEdge 
servers, 
DMC 

Non-Dell 
servers, 
DMC 

All servers, DMC with Altiris 
Server Management Suit 

Discovery Basic 
discovery 

Basic 
discovery 

Enhanced classification and 
mapping capabilities 

Agent push 
 

Deploys 
OMSA via 
the Altiris 
agent 

Altiris 
Agent 

Altiris Agent  

Bare-metal 
deployment 

N/A N/A  
 

Comprehensive deployment of 
the full server stack including 
hardware, OS and application 
install and config 

Inventory Hardware & 
basic OS 
information 

Altiris basic 
inventory 
 

Comprehensive, multi-vendor 
hardware, operating system and 
application inventory; can 
extend and customize inventory 
scans, etc.  

Patch 
Update 

BIOS, 
firmware, 
driver 
updates 

N/A Multi-vendor patching of 
Windows and Linux with options 
for hardware level patching 

Monitor Hardware 
alerting & 
performance 
monitoring  

Import 
MIBs for 
multi-
vendor 
alerting  

Comprehensive heterogeneous 
hardware, OS and application 
monitoring  

Figure 11. Comparison of management features for Dell and non-
Dell servers, with and without the Altiris Server Management 
Pack. 
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You can find more information on the DMC and the Altiris Server 
Management Suite at the following sites: 

http://www.dell.com/openmanage 

http://www.delltechcenter.com/page/Dell+Management+Console  

http://dell.symantec.com/dmc 

http://dell.symantec.com/dmc-plugins 

http://dell.symantec.com/dmc-quickstart 

http://dell.symantec.com/dmc-tech 

http://dell.symantec.com/dcm-tech 

http://dell.symantec.com/delldeploy-tech 

http://www.altiris.com/dellclientmanager 
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About Principled Technologies 
We provide industry-leading technology assessment and fact-based 
marketing services. We bring to every assignment extensive 
experience with and expertise in all aspects of technology testing 
and analysis, from researching new technologies, to developing 
new methodologies, to testing with existing and new tools.  

When the assessment is complete, we know how to present the 
results to a broad range of target audiences. We provide our clients 
with the materials they need, from market-focused data to use in 
their own collateral to custom sales aids, such as test reports, 
performance assessments, and white papers. Every document 
reflects the results of our trusted independent analysis.  

We provide customized services that focus on our clients’ individual 
requirements. Whether the technology involves hardware, 
software, Web sites, or services, we offer the experience, 
expertise, and tools to help you assess how it will fare against its 
competition, its performance, whether it’s ready to go to market, 
and its quality and reliability. 

Our founders, Mark L. Van Name and Bill Catchings, have worked 
together in technology assessment for over 20 years. As 
journalists, they published over a thousand articles on a wide array 
of technology subjects. They created and led the Ziff-Davis 
Benchmark Operation, which developed such industry-standard 
benchmarks as Ziff Davis Media’s Winstone and WebBench. They 
founded and led eTesting Labs, and after the acquisition of that 
company by Lionbridge Technologies were the head and CTO of 
VeriTest. 
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